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What is U2F?

Universal 2nd Factor (U2F), which is also known as Two-Factor Authentication (2FA),
is an authentication method that allows final login through OMPASS secondary authentication after
password authentication is completed.

Preparation

Please check the secret key frist from “Edit” that is automatically assigned when registering the application
from “App Management”.

Please note that security problems may occur if the secret key is exposed to others,
so make sure to be private.

Process for Applying OMPASS

. OMPASS registration &
o Verify User ID and password e ’ o o Validate access token
U2F authentication

OMPASS registration & ) .
o et Redirect access token ° Login
authentication API

OMPASS-U2F

Once verifying user ID and password is completed from the server-side,
call OMPASS APl including the secret key in “HTTP HEADER” and the user ID in “Request Body”.
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B OMPASS Registration & Authentication API

POST
URL

URL EXAMPLE

M Header
Key Type Description
-Secret Key assigned to the application
Alithorization Bearer -“Bearer” is required to be specified as the authorization type, and a space is required between

“Bearer” and “Secret Key”

-Example : Bearer djfk39dkfdI39dldjmgjd4idls83jflghidhs83jfk

M Request Body (JSON)

Key Type Description
user_id String User ID
lang_init String English (EN) as an Initial language setting value of OMPASS URI to recieve a response

B Example of Request Body

“user_id” : “omsecurity”,

“lang_init

}

. ¥ KR”

M Response (JSON)

-In case of authentication success

Key Type Description
user_id String User ID
register Boolean True or false about the registration status in OMPASS
A URI of the registration page in case the user is not registered yet in OMPASS
ompass_uri String
A URI of the authentication page in case the user is already registered in OMPASS

"code" :

"message”

"data" : {

"user_id"

"is_regist

s aky,

: "omsecurity",

"ompass_uri" : “https://interface-api.ompasscloud.com/register/did/14?do..."

}
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OMPASS Registration & U2F Authentication

The browser from client-side calls OMPASS URI that is received a response.

Example of registration interface call in pop-up window
- In case the user is not registered in OMPASS, the following pop-up window will be displayed.

& omPASS

Tine eerrusisieg): 4 minaites 58 seconds

Register 2nd AuthN

Register 2nd AuthM
>

- OMPASS App il
OMPASS App Othar Methods

Touch the button You can see it in the browser,
in OMPASS app. Please scan the QR code,
) @- @-

[O8 Click OMPASS App @ QR Code Scan

© Click the [OMPASS App] button in order to register second authentication methods for login.
® Scan the QR code with the OMPASS app.

This Is the authentication

method previously set. Registration completed

PINCade x PINCode x
Please erter your PIN Code Please enter your PN Code
L B BN B O @
Registration Successful
1 2 3 1 2 < |
4 5 6 4 5 6
7 8 9 7 8 9

[©))] OMPASS Registration

© Once the user has registered the authentication methods, complete the registration with the selected

authentication method.
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©Example of how to register the authentication method)

Login Settings

 Austentication Typs Sefings: S Amentication Tups Settings »

‘Biomatric Autherticatian » Biometric Authentication [ &

<AuthN method> Fil Code » FIM Cade «

Face, Fingerprint Pattern » Pattern «©

PIN Code stherteson T b |
Pattern @ hosn
) - Bt pqrann & s for - xang DMPASS
Jeserepaiean e
T Aarertiaoritypes may s et
et e e

Example of authentication interface call in pop-up window

- In case the user is not registered in OMPASS, the following pop-up window will be displayed.

@ OMPASS Authentication

Login request for oms@omsecurity.kr

oW

(@M OMPASS AuthN popup

OMPASS

Time remairing : 4 minustes 57 seconds

2nd AuthN Notification Completed

(‘D Send notifications immediately upon login

@ Notifications are sent immediately upon login.

ot X PRiCode

Please enter your PRN Code Please erver yous PIN Code

LB B BN B O

1 2 3 1 2 3
4 5 6 4 5 6
7 8 g 7 8 9

a = 1] !

[©f AuthN Login

@ Tap on the notification of OMPASS to launch the app from your phone.

© Complete the authentication using previously selected authentication methods.

9

Authentication Successful
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e

Redirect Access Token

Whenever OMPASS registration or authentication is successfully completed, HTTP redirects to the
redirect URI designated in the application at the pop-up window of the OMPASS page,
and includes a Query String containing the access token.

Parsing the redirected authentication token from client-side will be passing to server-side.

Example

C @ https://{redirect uri}?username={user ID}%208&access_token={Access Token}

Validate Access Token

The server will validate the token by calling the token validation APl for OMPASS authentication
including the access token passed from the client-side.

If the response for HTTP STATUS CODE of the API request is 200, login will proceed after verifying ID.

B OMPASS Success Token Validation API

POST
URL/

URL EXAMPLE

B Header
Key Type Description
-Secret Key assigned to the application
Authorization Bearer -“Bearer” is required to be specified as the authorization type, and a space is required between
“Bearer” and “Secret Key”
-Example : Bearer djfk39dkfdI39dldjmgjd4id|s83jflghidhs83jfk

M Request Body (JSON)

Key Type Description
user_id String User ID
access_token String The access token received as a redirect URI
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M Example of Request Body

“user_id” : “omsecurity”,

“access_token” : “dfj2ld92lldj29cld[29llduuufnbsd229312000dfl2|dio20019029dj10wj"

M Response (JSON)

-In case of authentication success

Key Type Description

user_id String User ID

"code" :
"message” : "ok",
"data" : {

"user_id" : "omsecurity"
}
}

API Error Messages

code message
000 Required Request Body is missing.
001 Please make a request including the secret key.
002 Please make a request including the user ID.
003 Please make a request including the access token.
004 Invalid secret key.

The secret key format does not match.
= example) Bearer d1239d29d1292kmdjf139f2ds
006 User ID cannot exceed 30 digits.
011 The token has expired.
012 It is a token of an unsupported format.
013 The token is not configured correctly.
014 Failed to verify the existing signature.

OMPASS REST API - U2F 6



